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Abstract: this paper proposes a key issue on data collection and analytics exchange in roaming case, corresponding to WT#2.2 of the SID
1. Introduction
The agreed SID SP-211650 contains the following Working Task:
	Objective#2: KIs with no conclusion from R17
[bookmark: _Hlk93494983]WT#2.2: Whether and how to support data and analytics exchange in roaming case



Rel-17 TR 23.700-91 in fact does not contain a non-concluded related key issue that could directly be reused, but the assumption of no roaming support is documented in normative TS 23.288:
[bookmark: _Toc91144379]4.3	Roaming architecture
The interactions between the NWDAF and the other 5GC NFs are only considered in the same PLMN case.
Roaming architecture does not apply in this release of the specification.

The following aspects need to be considered for roaming:
· The HPLMN collects data for roaming users in the VPLMN. The data may relate to particular UEs or contain information about all UEs or groups from HPLMN roaming in VPLMN. The data may be raw data or analytics data already processed and possibly stored by the VPLMN´s network data analytics services. The VPLMN needs the ability to control the amount of data exposed and to abstract or hide network-internal aspects based on operator policy and/or regulatory constraints and/or roaming agreements. Data shared with another PLMN should also be logged for possible audits. The data exchanged between VPLMN and HPLMN needs to be secured. The data could be initially collected by the VPLMN´s network data analytics services, and then shared with the HPLMN, or be directly retrieved by the HPLMN from VPLMN network entities; a DCCF or some new NF could be involved in both cases. Which of these options will be supported needs to be determined.
· The VPLMN consumes statistics or predictions of the HPLMN related to the behavior of inbound roaming UEs. The HPLMN needs the ability to control the amount of data exposed and to abstract or hide network-internal aspects based on operator policy, regulatory constraints, user consent and/or roaming agreements. Data shared with another PLMN should also be logged for possible audits. The data exchanged between VPLMN and HPLMN needs to be secured.
Existing related capabilities that could be reused and/or extended include the following:
· NRF level authorization: NRF allows OAuth2.0 framework where authorized VPLMN NFs are allowed to access services from HPLMN NFs. (i.e. only limited services of NFs/NWDAF are exposed to VPLMN NFs). Therefore, an operator can restrict access to services for other PLMNs.
· Capabilities of the Security Edge Protection Proxy (SEPP) defined in TS 33.501 (under SA3 remit), including:
· SEPP level data manipulation, such as manipulating attributes in messages, IP/fqdn address manipulation for messages, or blocking of messages.
· Securing confidentiality, integrity and authenticity of data exchange over the N32 interface between PLMNs

2. Text Proposal
It is proposed to capture the following changes vs. TR 23.700-81.
[bookmark: _Toc519004414][bookmark: _Toc517082226]* * * * First change * * * *
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The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[x]	3GPP TS 33.501: "Security architecture and procedures for 5G system".
5	Key Issues
5.A	Key Issue #A: Data Collection and Analytics exposure in roaming scenarios
[bookmark: _Hlk21032560]5.A.1	Description 
It shall be evaluated whether and how to support the following aspects in roaming scenarios:
· Data collection in VPLMN by analytics system of HPLMN: The HPLMN collects data for roaming users in the VPLMN. The data may relate to particular UEs or contain information about all UEs or groups of UEs from HPLMN roaming in VPLMN. The data may be raw data or analytics data already processed and possibly stored by the VPLMN´s data analytics services. The VPLMN needs the ability to control the amount of data exposed and to abstract or hide network-internal aspects based on operator policy, regulatory constraints and/or roaming agreements. Means to log data shared with another PLMN for possible audits should be provided. The data exchanged between VPLMN and HPLMN needs to be secured. The data could be initially collected by the VPLMN´s network data analytics services and then shared with the HPLMN, or be directly retrieved by the HPLMN from VPLMN network entities; a DCCF or some new NF could be involved in both cases. Which of these options will be supported needs to be determined.
· Analytics exposure from HPLMN to VPLMN: The VPLMN consumes statistics or predictions of the HPLMN analytics system related to the behavior of inbound roaming UEs to enhance the experience of such UEs. The HPLMN needs the ability to control the amount of data exposed and to abstract or hide network-internal aspects based on operator policy, regulatory constraints, user consent and/or roaming agreements. Means to log data shared with another PLMN for possible audits should be provided. The data exchanged between VPLMN and HPLMN needs to be secured.
The architecture to support data and/or analytics collection by analytics system of HPLMN in VPLMN, and to support a VPLMN to consumes statistics or predictions of the HPLMN analytics system needs to be determined. Where possible, existing capabilities of the 5GC for inter-PLMN communication should be reused, for instance NRF capabilities to authorize access to services, and capabilities of Security Edge Protection Proxy (SEPP) defined in TS 33.501 [x] to manipulate data and to secure the confidentiality, integrity and authenticity of data exchange over the N32 interface between PLMNs.
NOTE:	Coordination with SA3 on security aspects can be required.

* * * * End of changes * * * *
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